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Abstract—Small and Medium-Sized Enterprises (SMEs) are
increasingly vulnerable to sophisticated cyber threats due to lim-
ited cybersecurity resources and awareness. This research aims to
develop a robust, multi-agent cyber threat detection framework
tailored specifically for SMEs. Despite the advancements in cyber-
security technologies such as next-generation firewalls, intrusion
detection systems, and machine learning-based solutions, these
tools remain underutilized by SMEs due to their complexity
and high resource demands. This proposal addresses this gap
by designing a framework that simplifies the implementation
of cybersecurity measures, optimizes resource use, and provides
customized security plans based on industry-specific risks. By
leveraging a multi-agent system approach, this framework will
enhance the detection, response, and management of cyber
threats, ultimately improving the security posture and resilience
of SMEs against cyber attacks. The expected outcomes include
accessible, cost-effective cybersecurity solutions that empower
SMEs to make informed decisions and maintain robust defenses
in an increasingly digital landscape.

I. BACKGROUND

Day by day, as enterprise security technologies advance,
cybercriminals counter with ever more sophisticated attack
tools. In a world rapidly evolving with social networks, online
transactions, cloud computing, and automated processes, cy-
bercrime also progresses. Cybercriminals persistently develop
new attack types, tools, and techniques, enabling them to
infiltrate increasingly complex and tightly controlled environ-
ments, inflict more significant damage, and in some cases,
remain untraceable [1].

Recent examples of such attacks include the Ticketmaster
breach, which compromised the data of 560 million users
[2]. Another significant incident was the Medibank cyber
attack, which severely impacted the privacy of 9.7 million
Australians [3]. Cybercrime is even predicted to cost the world
approximately $10.5 trillion annually by 2025 [4].

While large organizations may have the tools to fend off
these challenges, it is often observed that small and medium-
sized enterprises (SMEs) are the ones most vulnerable to
cyber attacks. Research indicates that nearly half of all small
and medium businesses were victims of cyberattacks, a sharp
increase from 2011 when only 15% reported breaches [5]. Cy-
bercriminals often target SMEs, viewing them as easier targets
due to their lack of sophisticated security tools. Alarmingly,
60% of smaller firms go out of business within six months

of experiencing a breach. This vulnerability underscores the
critical need for enhanced cybersecurity measures tailored to
the resources and risks faced by smaller businesses.

A. Cybersecurity in SMEs

In their survey report, Chidukwani et al. [6] emphasize the
urgent need for enhanced cybersecurity measures within small-
to-medium enterprises (SMEs). They highlight the dispropor-
tionate vulnerability of SMEs to cyber threats, primarily due
to inadequate security implementations and a significant gap
in targeted research that addresses their unique needs.

Further compounding these issues, another survey by Shaikh
et al. [7] presents a similar view, underscoring that the costs
of technology and infrastructure pose substantial hurdles. This
study identifies the lack of technical skills, organizational
support, and government assistance as major barriers that hin-
der SMEs’ ability to adopt and effectively integrate advanced
security technologies.

While technological deficits are a significant concern, Wil-
son et al. [8] also point to more fundamental reasons behind
these challenges. They note a pervasive lack of cybersecurity
awareness and a common underestimation of risk among
SMEs. Many SMEs perceive themselves as unlikely targets
for cyber-attacks, believing that cybercriminals primarily target
larger corporations. This misconception often results in a lower
priority being placed on cybersecurity measures within their
business strategies, exacerbating their vulnerability to attacks.

Recent studies by Saha et al. [9] also emphasize the
multifaceted challenges faced by SMEs, highlighting the ur-
gent need for strategic realignment. These studies stress the
importance of addressing the lack of adequate support from
policymakers and industry groups, underscoring the need for a
concerted effort to bolster cybersecurity measures within these
smaller enterprises.

B. Current Techniques and Challenges

Recent advancements in cybersecurity technology have in-
troduced a variety of sophisticated tools that SMEs can utilize
to safeguard against cyber threats. Key developments include
next-generation firewalls (NGFWs), intrusion detection sys-
tems (IDS), and machine learning-based solutions designed for
real-time threat detection. Furthermore, tools such as endpoint
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detection and response (EDR) and security information and
event management (SIEM) systems play a crucial role in pro-
viding comprehensive security solutions that actively monitor,
detect, and respond to incidents on SME networks. While these
technologies are generally effective, they require significant
time for full integration and continuous maintenance. Often,
a single tool may not be sufficiently adaptive to address the
multifaceted cyber threats that SMEs face, leading to their
underutilization. This gap not only challenges the deployment
and effective use of these tools but also exposes SMEs to
ongoing cyber threats despite the availability of advanced
solutions.

C. Research Proposal
To mitigate cybersecurity risks more effectively, SME IT

leaders must adopt a systematic approach centered on pivotal
inquiries:

• Where are our most significant cybersecurity vulnerabil-
ities?

• What is the tolerable level of risk for our operations?
• How do our cybersecurity practices measure up against

industry benchmarks?
Discovering a suitable methodology for cybersecurity risk

assessment remains a significant challenge. Several informa-
tion security governance frameworks are accessible, including
ISO, CIS, PCI DSS, and COBIT. However, these frameworks
can be intricate and costly to implement. For example, the
National Institute of Standards and Technology’s Framework
for Improving Critical Infrastructure Cybersecurity Version
1.1, detailed over 55 pages, outlines an extensive process
for implementation, presenting a formidable challenge for
SMEs with limited resources and expertise. Furthermore, this
framework does not offer specific risk-reduction strategies
tailored to an organization’s identified vulnerabilities [10].

Outsourcing cybersecurity management could be an alter-
native; however, it often results in over-reliance on external
consultants and diminishes in-house capabilities. There is
evidence to suggest that external vendors may not provide the
level of customized care that a dedicated, in-house team can
offer [11].

Another common approach is for IT leaders to continue
purchasing and implementing security products in response to
newly perceived threats or recent cybersecurity incidents. Yet,
these reactive measures are generally ineffective if not part
of a well-thought-out strategic framework [12]. Such reactive
solutions may overlook critical vulnerabilities or represent
suboptimal resource allocation. Without a robust, formalized
cybersecurity governance approach, such reactivity is often
counterproductive [13].

This research proposal aims to build upon the existing
cybersecurity framework (CSF) to develop a tool that eval-
uates, recommends, and assists SMEs in enhancing their
cybersecurity posture.

II. LITERATURE REVIEW

To address the cybersecurity vulnerabilities of small and
medium-sized enterprises (SMEs), we conducted a compre-
hensive systematic literature review. This review focuses on

recent advancements and strategic approaches to enhance
cybersecurity measures specifically for SMEs. Drawing from
a wide range of academic databases and journals, the review
is structured into two main sections: theoretical frameworks
and practical methods.

A. Cybersecurity Frameworks

Cybersecurity frameworks define best practices that SMEs
can follow to manage cybersecurity risk, establish a common
language internally and externally, standardize service deliv-
ery, and improve efficiency [14].

NIST Cybersecurity Framework: The National Institute of
Standards and Technology (NIST) developed the Cybersecu-
rity Framework (CSF) to enhance the security measures of
critical infrastructure organizations [10]. The CSF is a volun-
tary framework that synthesizes existing standards, guidelines,
and practices, informed by contributions from both industry
and government sectors. It provides organizations with a
structured approach to assess and enhance their capabilities to
prevent, detect, and respond to cyber-attacks. While the CSF
was initially tailored for critical infrastructure, its adaptable
nature has made it applicable and beneficial to a variety of
organizations [15].

ASD Essential Eight: The Australian Signals Directorate
(ASD) has formulated a set of cybersecurity strategies known
as the ”Essential Eight” [16]. These strategies are designed
to fortify the defenses of information systems against cyber-
attacks, particularly from adversaries employing malicious
software and tactics. The Essential Eight is recommended for
all organizations aiming to secure their systems comprehen-
sively. The core objective of these strategies is to mitigate
the risk of data breaches, unauthorized access, and system
compromises.

ISO 27001: ISO 27001 is an internationally recognized
standard for managing information security [17]. Published
by the International Organization for Standardization (ISO)
in partnership with the International Electrotechnical Com-
mission (IEC), it provides a framework for establishing, im-
plementing, maintaining, and continually improving an Infor-
mation Security Management System (ISMS). The standard
emphasizes a risk management process that involves people,
processes, and IT systems, thereby providing a holistic ap-
proach to information security. ISO 27001 is applicable to
organizations of any size and type, including public and private
companies, government entities, and non-profits.

PCI DSS: The Payment Card Industry Data Security Stan-
dard (PCI DSS) [18] establishes a set of security protocols
aimed at safeguarding cardholder data. Developed by the
Payment Card Industry Security Standards Council (PCI SSC),
this standard is crucial for companies that handle credit card
information, whether they process, store, or transmit it. The
primary goal of PCI DSS is to reduce the risk of fraud and
unauthorized access to sensitive data.

B. Cybersecurity Methods

Ensuring compliance with cybersecurity frameworks re-
quires a robust set of methods designed to monitor, manage,
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and enforce security policies effectively. These methods not
only help in maintaining security standards but also provide
necessary documentation and reports for compliance audits.

Intrusion Detection: Since their first introduction by Den-
ning et al. [19], Intrusion Detection Systems (IDS) have been
a significant part of network security. Modern researchers are
leveraging AI and ML techniques to enhance IDS capabilities
for preventing advanced threats. For instance, Kumar et al.
[20] applied IDS with deep residual convolutional neural
networks, while Ullah et al. [21] utilized transformer-based
models achieving high accuracy. Researchers have also applied
swarm-based techniques for intrusion detection, as mentioned
by Reddy et al. [22] in his review.

Security Information and Event Management: Security In-
formation and Event Management (SIEM) systems are es-
sential for the real-time analysis of security alerts generated
by applications and network hardware. Uccello et al. [23]
showcased how rule-based SIEM can be integrated with AI
systems using deep learning approaches. Recent works, such
as those by Yue et al. [24] and Xiao et al. [25], demonstrate
how these systems can be used to develop advanced APT
detection techniques using provenance graphs. The work of
Mees et al. [26] highlights that these systems can also be
implemented using multi-agent or swarm-based approaches.

Vulnerability Management: The Common Vulnerability
Scoring System (CVSS) [27] was introduced by the National
Infrastructure Advisory Council (NIAC). This system was one
of the first methods for assessing and communicating the
severity of software vulnerabilities. The framework was first
released in 2005 as part of a broader initiative to enhance
cybersecurity by providing a common language and metric
for evaluating vulnerabilities, which could be used by various
stakeholders, including security professionals, software devel-
opers, and organizations. Walkowski et al. [28] demonstrated
how scoring systems can be used to manage vulnerabilities ef-
fectively. Modern vulnerability management tools incorporate
AI to predict and prioritize vulnerabilities based on potential
impact and exploitability, thereby enhancing the efficiency and
effectiveness of vulnerability remediation efforts.

Compliance Management: In 2005, Solms [29] discussed
the distinction between Information Security Operational Man-
agement and Information Security Compliance Management,
arguing that for effective Information Security Governance,
these two aspects should be managed separately. Today, AI-
driven compliance management software offers automated
risk assessments, continuous compliance monitoring, and the
generation of audit-ready reports. Tang et al. [30] and Sun et
al. [31] reviewed the possibility that swarm intelligence can
be used to handle compliance management using automated
agents.

Identity and Access Management: Identity and Access Man-
agement (IAM) systems control who is authorized to access
specific resources within an organization, a core requirement
in virtually all security standards. Advanced IAM solutions
[32] now use AI to provide adaptive authentication, risk-based
access control, and automated identity governance. Zhang et
al. [33] showcased that IAM models can be improved using

blockchain-based identity management models, providing bet-
ter security and access.

III. CRITICAL ANALYSIS

The frameworks and methods discussed in this review
provide a multi-faceted approach to enhancing cybersecurity
for SMEs. Each framework offers distinct advantages, but also
comes with certain limitations:

a) Framework::
• The NIST Cybersecurity Framework is highly adaptable

and widely applicable, making it suitable for a variety of
organizations. However, its compex and voluntary nature
may result in inconsistent adoption among SMEs.

• The ASD Essential Eight is specifically designed to
address common threats, but its Australian origin might
limit its perceived relevance to SMEs outside Australia.

• ISO 27001 provides a comprehensive and globally rec-
ognized framework for information security management.
However, the complexity and resource requirements for
implementation can be a significant barrier for SMEs.

• PCI DSS is crucial for businesses handling credit card
information, but the stringent requirements may pose
challenges for smaller enterprises with limited resources.
b) Methods::

• Intrusion Detection Systems (IDS) and Security Infor-
mation and Event Management (SIEM) systems leverage
advanced AI and ML techniques, offering robust security
measures. However, the integration of these technologies
requires significant technical expertise, which may not be
readily available in SMEs.

• Vulnerability Management systems using CVSS offer
a standardized approach to evaluating and prioritizing
vulnerabilities. The use of AI enhances their effective-
ness, but SMEs might struggle with the initial setup and
ongoing management of such systems.

• AI-driven compliance management and Identity and Ac-
cess Management (IAM) systems offer automated so-
lutions that can greatly enhance efficiency and reduce
the administrative burden. However, the initial cost of
these solutions and the need for continuous updates and
monitoring can be a hurdle for SMEs.

The results of the review are summarized in Table I.

IV. RESEARCH PROBLEM

Based on the analysis in previous sections, it is evident that
small and medium-sized enterprises (SMEs) are particularly
vulnerable to cybersecurity threats due to a combination of
factors. This section outlines the specific challenges faced
by SMEs and the rationale for developing a new framework
and recommendation system to enhance their cybersecurity
posture.

A. Vulnerability of SMEs

1) SMEs as Easy Targets: SMEs are often seen as easy
targets by cybercriminals for several reasons:
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Method Adaptabile Complex Usefull Ease of Implement
NIST
Framework

✓ ✓ ✓ ✗

ASD Eight ✗ ✗ ✓ ✓
ISO 27001 ✗ ✓ ✓ ✗
PCI DSS ✗ ✓ ✓ ✗
Intrusion
Detection
Systems
(IDS)

✓ ✗ ✓ ✗

Security
Informa-
tion and
Event
Man-
agement
(SIEM)

✓ ✓ ✓ ✗

Vulnerability
Manage-
ment
(CVSS)

✓ ✓ ✓ ✗

Compliance
Manage-
ment

✗ ✓ ✓ ✗

Identity
and Access
Man-
agement
(IAM)

✓ ✗ ✓ ✗

TABLE I
ADVANTAGES AND LIMITATIONS OF CYBERSECURITY FRAMEWORKS AND

METHODS FOR SMES

• Limited Cybersecurity Measures: Many SMEs lack
robust cybersecurity measures, making them easier targets
compared to larger organizations with more sophisticated
defenses.

• Valuable Data: Despite their smaller size, SMEs often
hold valuable data, including customer information, fi-
nancial records, and intellectual property, which can be
highly attractive to attackers.

• Low Detection Rates: SMEs may not have the necessary
tools or expertise to detect and respond to cyber threats
promptly, resulting in prolonged breaches and increased
damage.

• Supply Chain Vulnerability: SMEs often serve as sup-
pliers or partners to larger organizations, and attackers
may target SMEs as a means to infiltrate more significant
networks.

2) Resource Constraints: SMEs typically operate with con-
strained resources, impacting their ability to maintain robust
cybersecurity defenses:

• Financial Limitations: Budget constraints can limit
SMEs’ ability to invest in advanced cybersecurity tools
and services. This often leads to reliance on basic security
measures that may not be sufficient to thwart sophisti-
cated attacks.

• Lack of Expertise: SMEs may not have dedicated cyber-
security staff. Often, IT responsibilities are managed by
general IT personnel who may lack specialized training
in cybersecurity.

• Time Constraints: The limited workforce in SMEs
means that employees often juggle multiple roles, leaving
little time for the implementation and maintenance of

comprehensive cybersecurity measures.

B. Challenges in Maintaining Cybersecurity Tools

Implementing and maintaining cybersecurity tools can be
particularly challenging for SMEs:

• Complexity of Tools: Many cybersecurity tools and
frameworks, including those based on the NIST Cyberse-
curity Framework (CSF), can be complex to implement
and manage. This complexity can overwhelm SMEs,
leading to suboptimal usage or non-implementation.

• Ongoing Management: Cybersecurity requires continu-
ous monitoring, updating, and management. The dynamic
nature of cyber threats means that tools need regular
updates and patches, which can be resource-intensive for
SMEs to manage.

• Integration Issues: SMEs often use a mix of legacy and
modern systems. Integrating new cybersecurity tools with
existing infrastructure can be technically challenging and
costly.

C. Limitations of the NIST Cybersecurity Framework for
SMEs

While the NIST CSF offers a comprehensive approach to
managing cybersecurity risks, it does not fully meet the needs
of SME IT leaders:

• Voluntary Nature: As a voluntary framework, adoption
among SMEs can be inconsistent. Without regulatory
pressure or sufficient internal motivation, SMEs may not
fully implement the CSF.

• Generalization: The NIST CSF is designed to be broadly
applicable across various sectors and organization sizes.
This generality can result in recommendations that are not
sufficiently tailored to the specific threats and operational
realities of SMEs.

• Resource Demands: The framework assumes a certain
level of resource availability that may not exist in SMEs,
making full compliance difficult to achieve without sig-
nificant adjustments.

Despite these limitations, the NIST CSF provides a strong
foundation for developing a more tailored evaluation and
recommendation system that can better serve the needs of
SMEs.

V. OBJECTIVES

The primary objective of this research is to develop a new
framework and a software system that build on the existing
NIST Cybersecurity Framework (CSF) to better address the
specific cybersecurity needs of small and medium-sized enter-
prises (SMEs). This framework and system will be designed to
help SMEs make informed cybersecurity decisions and prevent
cyber attacks more effectively. The specific objectives of this
research are outlined as follows:
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A. Objective 1: Simplified Implementation

To simplify the implementation process of cybersecurity
measures for SMEs, the new framework will:

• Create User-Friendly Guidelines: Develop straightfor-
ward guidelines and checklists that SMEs can follow
without requiring extensive cybersecurity expertise.

• Provide Step-by-Step Instructions: Offer detailed, step-
by-step instructions to guide SMEs through the imple-
mentation of essential cybersecurity practices.

B. Objective 2: Resource Efficiency

To accommodate the resource constraints typical of SMEs,
the framework will prioritize measures that offer the highest
security impact for the lowest cost and effort:

• Leverage Affordable Technologies: Identify and recom-
mend affordable technologies and tools that can enhance
security without necessitating significant financial invest-
ments.

• Automate Security Processes: Incorporate automated
tools and solutions to reduce the manual effort required
for maintaining cybersecurity measures.

C. Objective 3: Customization and Relevance

To ensure the new framework is relevant to the specific
needs and threats faced by SMEs, it will include:

• Industry-Specific Guidelines: Develop guidelines tai-
lored to the unique vulnerabilities and compliance re-
quirements of different types of SMEs.

• Risk Assessments: Provide method for conducting self-
assessments to identify and prioritize specific risks rele-
vant to the SME’s industry and operational context.

• Customized Security Plans: Enable SMEs to generate
and follow customized cybersecurity plans based on their
unique needs and circumstances.

D. Framework and Recommendation System Development

The development of the new framework and recommenda-
tion system will involve a comprehensive process, leveraging
a multi-agent approach [26] [22] [31] [30] to enhance func-
tionality and scalability. The process includes:

• Needs Assessment: Conduct surveys, interviews, and
workshops with SME IT leaders to identify their specific
challenges and requirements.

• Framework Design: Develop the structure and compo-
nents of the new framework, ensuring it aligns with ex-
isting standards while being tailored to the SME context.

• System Development Using Multi-Agent Approach:
Create a software system that embodies the framework,
utilizing multiple autonomous agents to perform specific
tasks. This system will feature intuitive interfaces, au-
tomation capabilities, and customization options.

– Autonomous Agents: Develop agents specialized
in various aspects of cybersecurity, such as risk
assessment, threat detection, compliance checking,
and vulnerability management.

– Coordination and Integration: Ensure seamless co-
ordination among agents to provide a comprehensive
and cohesive cybersecurity solution.

VI. METHODOLOGY

The methodology for developing a new cybersecurity frame-
work and system tailored to the needs of small and medium-
sized enterprises (SMEs) will involve a systematic approach
divided into several key phases. This section outlines the steps
and processes involved in the research and development of
the proposed framework and tool, leveraging a multi-agent
approach to enhance efficiency and effectiveness.

A. Phase 1: Needs Assessment (Exploratory and Qualitative
Research)

The first phase involves understanding the specific cyberse-
curity challenges and requirements of SMEs:

• Surveys and Interviews: Administer surveys and con-
duct interviews with SME IT leaders and cybersecu-
rity professionals to gather firsthand insights into their
challenges, resource constraints, and specific security
needs. This step involves both exploratory and qualitative
research methods to gather detailed information.

• Workshops and Focus Groups: Organize workshops
and focus groups with SME stakeholders to discuss
and validate findings from the surveys and interviews,
and to explore potential solutions and requirements in
depth. These activities further employ qualitative research
methods.

B. Phase 2: Framework Design (Descriptive and Qualitative
Research)

Based on the insights gathered in Phase 1, the next step is
to design the new cybersecurity framework:

• Define Objectives and Scope: Clearly define the objec-
tives and scope of the framework, ensuring it addresses
the unique needs of SMEs while aligning with existing
standards such as the NIST CSF. This involves descriptive
research to articulate the framework’s goals.

• Develop Framework Structure: Create a structured
framework that includes simplified guidelines, checklists,
and step-by-step instructions tailored to SMEs. This is a
part of the qualitative research process.

• Incorporate Customization: Ensure the framework al-
lows for customization based on industry-specific needs,
risk assessments, and the operational context of SMEs.

• Prioritize Cost-Effective Measures: Identify and include
cybersecurity measures that offer high impact at low cost,
making them feasible for SMEs to implement.

C. Phase 3: Tool Development Using Multi-Agent Approach
(Scientific and Quantitative Research)

The development of an accompanying tool will leverage a
multi-agent approach to enhance its functionality and effec-
tiveness:
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• Tool Design and Prototyping: Design and develop a
prototype of the software tool that embodies the frame-
work. This tool will utilize multiple autonomous agents
to perform specific tasks, enhancing scalability and re-
sponsiveness. This phase includes scientific research to
develop and test the tool.

• Automated Assessments: Integrate functionalities for
automated assessments of an SME’s current cybersecurity
posture. Different agents will specialize in various aspects
of security evaluation, such as vulnerability scanning,
risk assessment, and compliance checking. This involves
quantitative research methods.

• Continuous Monitoring and Reporting: Develop agents
dedicated to continuous monitoring and reporting. These
agents will ensure real-time detection of threats and pro-
vide regular updates to the framework based on emerging
cybersecurity trends.

• User Testing and Feedback: Conduct usability testing
with a sample of SME users to gather feedback on the
tool’s functionality, ease of use, and overall effectiveness.
This feedback will be used to refine the agents’ behaviors
and interactions. This step involves both qualitative and
quantitative research methods.

D. Phase 4: Pilot Testing and Refinement (Descriptive, Diag-
nostic, and Hypothesis-Testing Research)

Before the full-scale deployment, the framework and tool
will undergo pilot testing:

• Select Pilot SMEs: Identify and collaborate with a
diverse group of SMEs across different industries to test
the framework and tool in real-world scenarios.

• Implementation Support: Provide support and guidance
to pilot SMEs during the implementation process to en-
sure accurate feedback and data collection. This involves
descriptive and diagnostic research.

• Evaluate Effectiveness: Assess the effectiveness of the
framework and tool based on predefined metrics such
as ease of use, improvement in security posture, and
user satisfaction. This phase involves hypothesis-testing
research.

• Gather Feedback: Collect detailed feedback from the pi-
lot SMEs regarding any challenges faced, suggestions for
improvement, and overall experience with the framework
and tool.

• Refine Framework and Tool: Based on the feedback and
evaluation, refine and enhance the framework and tool to
address any identified issues and improve usability and
effectiveness.

E. Phase 5: Deployment and Support (Causal Research and
Quantitative Research)

Following successful pilot testing and refinement, the final
phase involves deploying the framework and tool to a broader
audience:

• Launch Framework and Tool: Officially launch the
refined framework and tool, making them available to

SMEs through various channels such as industry asso-
ciations, cybersecurity consultants, and online platforms.
This involves causal (explanatory) research to understand
the impact of the deployment.

• Provide Training and Resources: Develop and distribute
training materials, user manuals, and online tutorials to
help SMEs understand and implement the framework and
tool effectively.

• Ongoing Support and Updates: Establish a support
system to provide ongoing assistance to SMEs, includ-
ing helpdesk services, community forums, and regular
updates to keep the framework and tool current with
evolving cybersecurity threats.

• Monitor Adoption and Impact: Continuously monitor
the adoption and impact of the framework and tool,
collecting data to assess improvements in SMEs’ cyberse-
curity posture and making further adjustments as needed.
This phase utilizes quantitative research methods.

VII. EXPECTED OUTCOMES

The methodology aims to develop a practical and effective
cybersecurity framework and tool that SMEs can easily adopt
and maintain. The expected outcomes include:

• Enhanced Security Posture: SMEs will have access to
tailored, actionable cybersecurity measures that enhance
their overall security posture.

• Increased Resilience: By implementing the framework
and tool, SMEs will be better equipped to detect, respond
to, and recover from cyber attacks.

• Cost-Effective Solutions: The framework and tool will
provide cost-effective solutions that are feasible for SMEs
with limited resources.

• Empowered SMEs: SMEs will be empowered with the
knowledge and tools needed to make informed cyberse-
curity decisions, ultimately fostering a more secure and
resilient business environment.

VIII. RESEARCH PLAN

The research plan outlines the steps and timeline for devel-
oping and implementing a new cybersecurity framework and
tool tailored for small and medium-sized enterprises (SMEs).
This plan includes key milestones, activities, and deliverables
to ensure the successful completion of the project.

In Phase 1 (Weeks 1-6), a comprehensive needs assessment
will be conducted through a literature review (Weeks 1-2) to
identify gaps in existing frameworks, followed by surveys and
interviews with SME IT leaders (Weeks 1-4) to gather insights
into their challenges. Workshops and focus groups (Weeks 5-
6) will validate these findings and explore potential solutions,
culminating in a Needs Assessment Report (Week 7).

Phase 2 (Weeks 8-11) involves designing the framework,
starting with defining objectives and scope (Weeks 8-9) to
ensure alignment with existing standards like the NIST CSF.
The framework structure will be developed (Weeks 8-9) with
simplified guidelines, and customization and prioritization
will be addressed (Weeks 10-11) to tailor the framework to
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industry-specific needs. The deliverable for this phase is a draft
of the new cybersecurity framework (Week 11).

In Phase 3 (Weeks 12-18), the tool will be developed
using a multi-agent approach. This includes tool design and
prototyping (Weeks 12-13) with intuitive interfaces and au-
tomation capabilities. Automated assessments and continuous
monitoring functionalities will be integrated (Weeks 14-15).
Usability testing and feedback (Weeks 16-17) will refine the
tool, with the final deliverable being a prototype and user
feedback report (Week 18).

Phase 4 (Weeks 19-21) focuses on pilot testing and refine-
ment. A diverse group of SMEs will be selected for pilot
testing (Week 19). Support will be provided during imple-
mentation (Weeks 19-20), and the framework’s effectiveness
will be evaluated (Week 20). Feedback will be gathered and
used to refine the framework and tool (Week 21), resulting in
a refined framework and pilot testing report.

Phase 5 (Weeks 22-24) involves deployment and support.
The framework and tool will be launched to a broader audience
(Weeks 22-23). Training materials, user manuals, and tutorials
will be provided (Weeks 23-24), along with ongoing support
and updates. The adoption and impact of the framework will
be continuously monitored (Week 24), culminating in a final
deployment report, including adoption metrics and impact
analysis (Week 24).

Fig. 1. Research Plan Gantt Chart (24 Weeks)

IX. CONCLUSION

In conclusion, the cybersecurity landscape for small and
medium-sized enterprises (SMEs) presents unique challenges
that necessitate tailored solutions. The proposed research aims
to address these challenges by developing a new cybersecurity
framework and tool, building on the strengths of the exist-
ing NIST Cybersecurity Framework (CSF) while specifically
catering to the needs and constraints of SMEs. This research
highlights key insights such as the vulnerability of SMEs due
to limited resources and the perception of being easy targets,
the limitations of current frameworks in terms of complexity
and resource demands, and the potential benefits of leveraging
a multi-agent approach to enhance functionality, scalability,
and responsiveness.

The new framework and tool will simplify implementation
by providing straightforward guidelines and step-by-step in-
structions, enhance resource efficiency by prioritizing cost-
effective solutions and leveraging automation, offer industry-
specific guidelines and customizable security plans, and ensure
continuous improvement through regular updates, ongoing
support, and continuous monitoring. The expected impact
includes reducing vulnerabilities by helping SMEs identify
and address specific cybersecurity risks, improving resilience
by enabling effective detection, response, and recovery from
cyber attacks, and empowering decision-making by providing
the necessary knowledge and tools for informed cybersecurity
decisions.
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